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Cheshire Police send regular updates to keep us aware of potential new threats caused by new sites or Apps; see below

We have been made aware of a new site which allows young people to have access to sexuality explicit language and bullying.  It is called roblox and is advertised as a video sharing/gaming site but according to one concerned parent although on first sight roblox may appear to be quite innocent, the content is anything but.  Unfortunately you are unable to view content unless you sign up as a member so I have been unable to verify these claims but I thought it would be useful for other professionals to be made aware of the issues.” 

So what actually is Roblox – 

Parents need to know that Roblox is a game-creation site where users design and upload their own games, as well as play other games in a multiplayer environment. Some of the gameplay is advanced, and many games include weapons. The site offers a safe-chat mode for those under 13, as well as a parent login that lets you oversee your child's use of the site. There have been reports of users thwarting the chat and exchanging inappropriate/predatory messages with young players; although we haven't encountered that directly during our extensive use of the site, parents may still want to be wary when their kids are using the site or connecting with people they've just met. There are in-game currency items called Robux that you can use to unlock additional items, but you will either earn these slowly or pay for additional cash with real money. They can also sign up for a membership for extra content and can insert in-game ads into their created games, potentially making large sums of money off their unique ideas.

Quite a number of reviews on this site – one user writes :

“This game has pretty nasty people on it. From 9 year olds learning how to twerk and lean to curse, to 40 year old men asking for where they live and saying sexual things. I do not think this game should be for children. Bullies and perverts are roaming around the game, Roblox. I use to play the game. It ... seemed fine in 2009, but when 2014 came around, it got worst. I really think Roblox either needs to shut its server down or make it more safer.”
ICQ is an app that is very similar to Kik Messenger and allows free secure video chat, voice calls and syncing across multiple devices.  The app also allows group chat and access to unlimited international chat rooms.    

Live Camera Viewer is an app that lets you view the live video streaming from various surveillance cameras and IP cameras around the world.  The following is a link to an article where a mother found the CCTV camera in her young daughter’s bedroom had been hacked and was being streamed online via the app:   

http://www.networkworld.com/article/3106880/security/mom-discovered-twin-daughters-bedroom-being-streamed-via-live-camera-viewer-app.html
 Where Learning is Fun!
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